This article has been accepted for publication in IEEE Transactions on Network and Service Management. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TNSM.2026.3688441

A Long-term View of DNS over QUIC Adoption
and its Performance Impact on YouTube Streaming

Jayasree Sengupta*, Mike Kosek, Justus Friesf, Veronika Kitsul!, and Vaibhav Bajpai®
*Indian Institute of Information Technology, Allahabad, India [ jayasree@iiita.ac.in]
TTechnical University of Munich, Germany [{kosek | fries}@in.tum.de]
{Princeton University, USA [vk6976@princeton.edu]

SHasso Plattner Institute & University of Potsdam, Germany [vaibhav.bajpai@hpi.de]

Abstract—YouTube contributes the largest share of global
video traffic on the Internet, making it an important use case
for understanding the impact of evolving DNS protocol choices
on video streaming performance. Although traditional DNS over
UDP (DoUDP) offers low latency, it lacks modern transport
features. Encrypted DNS protocols such as DNS over TLS (DoT)
and DNS over HTTPS (DoH) improve protocol robustness but
suffer from higher latency due to their underlying transport
and encryption protocols with multi-RTT handshakes. However,
recently standardized DNS over QUIC (DoQ) aims to combine
the best of both worlds by leveraging the transport efficiency
of QUIC while ensuring DNS privacy. In this paper, we present
the first comprehensive long-term measurement study of DoQ
adoption and evaluate its performance implications for YouTube
video streaming. We collect data through weekly scans of the
IPv4 address space over a two-year period to assess the adoption
of the protocol. Our results show that DoQ adoption by public
DNS resolvers has steadily increased and plateaued over 25
months. Using seven globally distributed vantage points, our video
performance measurements shows that DoQ’s DNS lookup time
increases by only 1.5% in the median while video startup delay
increases by less than 1% compared to DoUDP. In particular,
in about 40% of the cases, DoQ yields faster video startup
times than DoUDP. These findings position DoQ as a technically
efficient DNS protocol, well suited for modern, high-demand
performance-sensitive applications such as video streaming.

Index Terms—QUIC, Encrypted DNS, Internet measurement,
YouTube video streaming.

I. INTRODUCTION

The Domain Name System (DNS) plays a foundational role
in nearly all Internet-based activities, including Web browsing
and video streaming. Traditional unencrypted DNS protocols
like DNS over UDP (DoUDP) and DNS over TCP (DoTCP)
remain widely used due to their low latency. However, they
lack modern transport-layer capabilities such as built-in en-
cryption, multiplexing support, and congestion control, making
DNS requests and response vulnerable to eavesdropping and
on-path manipulations [1]]. Hence, a user profile can be created
and tracked with only having access to the user’s DNS
traffic [2], [3], [4]. Such data can then be leveraged to provide
personalized recommendations, targeted advertising [S] and
can also be exploited by attackers, leading to major privacy
breaches. To address these limitations, encrypted DNS proto-
cols—including DNS over TLS (DoT) and DNS over HTTPS
(DoH) have been introduced, offering enhanced security and
protocol robustness. As these protocols have been extensively

studied (see in terms of response times [6], [[7]], (8], [9], [10]
and impact on Web performance [[11], [8], [[12], it has become
clear that both DoT and DoH are constrained by the round
trips required for the handshakes of the underlying transport
(TCP) and encryption (TLS) protocols. These challenges are
addressed by the QUIC transport protocol [13[], [14], [1S],
which overcomes handshake limitations by combining the
transport and encryption handshake into a single round trip.
Consequently, DNS over QUIC (DoQ) [16] evolved, which
improves over both DoH and DoT in terms of latency.

Currently, YouTube video streaming generates one of the
largest sources of Internet traffic in 2025 [17]. According
to a latest report [18], YouTube has more than 2.6 billion
active users with over 122 million people visiting YouTube
everyday. Another report [19] published in 2022 indicates
that 1 billion hours of YouTube video are streamed per day.
As such, YouTube is a lucrative choice for profiling users
across the world, especially for monitoring video streaming
activities. YouTube uses Dynamic Adaptive Streaming over
HTTP (DASH) [20] to stream videos which means chunks
of video are fetched through HTTPS requests. Since every
HTTPS request relies on DNS to resolve domain names
before redirecting the client to a geographically proximate
Content Delivery Network (CDN) replica for fetching video
chunks, video streaming consequently tightly couples DNS
with HTTPS [8]. In order to leverage the benefits offered by
the modern encrypted DNS protocols during DNS resolution,
we replace DoUDP with varieties of encrypted DNS (DoE):
DoT [21], DoH [22] and DoQ [[L6] for YouTube streaming as
shown in Fig. [I]

Given the scale of YouTube and its reliance on low-
latency, real-time content delivery, even minor inefficiencies
in DNS resolution can translate to noticeable user experience
degradation. Hence, performance metrics such as lookup time,
video startup delay, etc. are closely tied to delays incurred
during DNS resolution. Thus, it is important to quantify the
trade-offs between various performance metrics, for assessing
its suitability in real world latency-sensitive applications. A
comprehensive evaluation across all DNS variants provides a
more holistic view of their suitability for high-demand use
cases like video streaming and informs protocol selection
decisions for ISPs, CDN operators, and browser vendors.

This paper builds on our earlier works [23], [24]. Contrary
to the snapshot measurement in [23], here we collect DoQ
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Fig. 1: Proposed mechanism of YouTube video streaming where
DNS resolution happens over encrypted DNS, instead of unencrypted
plain text (DoUDP).

data every week continuously over the course of 25 months
from July, 2021 until July, 2023, to investigate its longitudinal
adoption (see [IV), reflecting the ongoing development and
standardization process, during which DoQ implementations
and services underwent rapid changes. Our study shows that
DoQ has been widely accepted by the community, where, Ad-
Guard [25] and nextDNS [26] already use DoQ in production
systems for their DNS-based ad as well as tracker blocking
services, offering publicly reachable DoQ servers and client
implementations [27], [28]. While our previous study [24],
evaluated DoQ and its impact on Web browsing across six
vantage points, in this paper we conduct video performance
measurements (see over a week across all vantage points
to evaluate the performance of DoQ during YouTube video
streaming and compare it with the corresponding DNS proto-
cols: DoUDP, DoTCP, DoT, and DoH. As Web and YouTube
are two different workloads, therefore, performance benefits
seen in earlier work [24] for websites do not directly apply
to other workloads (e.g. video streaming). Our measurement
setup also modifies the DNS Proxy and Chromium (see: § [[TI).
The main contributions of this work are the measurement
method built to perform the study and the findings from such
measurements as detailed below:

B Measurement Method — We built a measurement method
(see: § [II) to study the adoption of DoQ since its inception
and evaluate its performance while streaming YouTube
videos. We first measure the adoption of DoQ by observing
8 DoQ/QUIC version pairs every fourth week over the
course of 107 weeks. We then extend the study to ana-
lyze varieties of DoX protocols with H/3 when streaming
Youtube videos. We measure the protocols across a diverse
set of seven vantage points and a target list of 312 resolvers.
The setup uses Google Chrome in headless mode with HTTP
caching disabled, H/3 with enforced QUIC and session ticket
caching to support session resumption. A fork of DNS proxy
is used as the local stub resolver while the proxy is set as
the local nameserver. The setup performs extensive DNS

Fig. 2: Geographical distribution of the 312 DoX-verified resolvers
(red dots) and seven vantage points (blue dots).

performance metrics logging to support analytics during
connection reuse.

B Findings — We find that the adoption of DoQ by public DNS

resolvers slowly increased until June 2022. In July 2022, the
adoption almost halved, but since then has maintained an
almost stable state (see: § [[V). For the video performance
measurements (see E), we show that DNS lookup time
using DoQ is only minimally higher in comparison to
DoUDP with ~1.5% in the median. The median startup
delay increase with DoQ over DoUDP is < 1% which
continues up to the 90" percentile. DoH on the other
hand tends to perform worse under deteriorating network
conditions with results varying from 3.9% — 10.2% from
the median to the 90" percentile. Normalizing the different
protocols per vantage point, we find that for almost 40%
of our samples, DoQ even performs better than DoUDP
in terms of startup delay, thereby amortising the cost of
encrypted DNS with DoQ for YouTube streaming.

We finally end with the concluding remarks in §

II. RELATED WORK
A. Encrypted DNS Protocols

While both DoT and DoH address the key issues of adding
privacy to DNS [9], [1ll, [6], [29], they are inherently con-
strained by head-of-line-blocking and missing multiplexing
support on the transport layer, as well as an additional con-
nection establishment in comparison to UDP. These challenges
were addressed with the standardization of QUIC [13]], [14],
[L15] in early 2021. QUIC is a connection-oriented encrypted
transport protocol, built on top of TLS 1.3 by using UDP
as a substrate. QUIC features mandatory encryption, provides
stream multiplexing, and mitigates transport-layer head-of-line
blocking by enabling independent delivery across streams.
It improves connection establishment time by combining the
transport and encryption handshakes into a single round trip.
Further, with QUIC 0-RTT, clients can send application data
in the very first round trip of the connection, without requiring
any other handshake to be completed beforehand. QUIC also
provides reliable communication via flow control, congestion
control, and loss detection mechanisms. Thus, DNS over
QUIC (DoQ) [16], is a third attempt to improve DNS privacy
with minimum latency by leveraging QUIC as the underly-
ing protocol. In other words, although DoQ carries privacy
properties similar to DoT and DoH, the latency characteristics
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of DoQ is more similar to the unencrypted DoUDP [24],
[30], [31]. With this objective, DoQ aims to obsolete all
other currently used DNS protocols, which lack privacy and/or
require more round-trips for handshakes—therefore promising
to make DoQ the predominant successor.

Lyu et al. [32] survey the DNS encryption standards and
literature between 2016 to 2021 looking at their adoption
status, performance, benefits, and security issues. Several
studies [9], [33] also highlight the evolution and adoption
of encrypted DNS protocols over time. In [29], [23], the
authors explicitly study the early stage adoption of DoQ,
showing a steady increase with a considerable portion of
the measurements indicating higher than expected handshake
times; yet, DoQ still outperforms DoT and DoH. Further, a
study by Kosek et al. [24] evaluates DoQ and its impact on
Web browsing across multiple vantage points. More recently,
Bielefeld et al. [34] presented a large-scale empirical analysis
of DoQ vs. DNS-over-HTTP/3 (DoH/3) and characterize their
support for different features such as session resumption and 0-
RTT. From the perspective of privacy-preservation, Siby et al.
[35] examine whether encrypted DNS traffic can protect users
from traffic analysis-based monitoring [36] and censoring. The
results indicate that DNS-based censorship is feasible even
on encrypted DNS traffic. Contrarily, the study [37] aims at
comparing the level of privacy leakage in encrypted DNS,
specifically with respect to DoQ traffic. Lastly, [30]], [31] eval-
uates the benefit of using QUIC to coalesce name resolution
via DNS over QUIC (DoQ), and Web content delivery via
HTTP/3 (H3) with 0-RTT. While encrypted DNS protocols
such as DoQ provide confidentiality guarantees by design, as
established in prior work, our study focuses on evaluating their
performance implications in real-world applications rather than
directly measuring privacy properties.

B. Video Streaming Measurements

A separate branch of literature (see: Table |I) highlights
secure and privacy-preserving content access for different
video streaming platforms. In one such work, Rajan et al.
[38] propose a Hierarchical Inner Product Encryption (HIPE)
based system that offers multiple levels of data access control
to end users based on their roles. It allows them to stream
only those videos for which they have access. On the other
hand, Hooman et al. [39] demonstrate privacy issues with
Over-the-Top (OTT) services when using devices such as
Amazon Fire Stick and Roku. They developed a system
which automatically downloads OTT apps (e.g. YouTube), to
interact with the devices while intercepting the network traffic
and performing best-effort TLS interception. Feng et al. [40]
present Silhouette, a real-time, lightweight video classification
method suitable for ISP middle-boxes. It uses flow statistics for
identifying video flows even when they are encrypted. Recent
work [41]] has also focused on the measurement and character-
ization of encrypted video streaming platforms, including the
identification of different user platforms and traffic behavior
in broadband networks.

Beyond encrypted DNS, a broader body of work has ex-
amined DNS from the perspective of network management,

TABLE I: Existing Research on Privacy Enhancement of
Encrypted DNS and Video Streaming Services

Topics Research Focus References
. Survey on DNS :
DNS Privacy Encryption Standards 12)
. Evolution and adoption . .
Quar}tlfymg of Encrypted DNS 1, 1331
Privacy
Early stage adoption . .
ot Do ¥ (291, (23]
Impact of DoQ and DoH/3 . .
Web Privacy  on Web performance 4], (34]
QUIC connection coalescing . .
using DoQ and H3 1301, 11
Traffic Privacy leakage in . -
Analysis Encrypted DNS traffic 133), 137
. Role-based access control .
Privacy- for video streaming 18]
preserving
Video Privacy issues in OTT :
. . [39]
Streaming services
Encrypted video stream (0]

classification method

Characterizing Video

Streaming Platforms (1]

security, and operational visibility. For example, a recent
study [42] has explored enterprise DNS asset mapping and
monitoring using passive traffic analysis. In contrast to these
works, our study focuses on the intersection of DNS transport
evolution and application-level performance. Specifically, we
combine a longitudinal analysis of DoQ adoption with an end-
to-end evaluation of its impact on video streaming QoS and
QoE. This cross-layer perspective distinguishes our work from
prior DNS measurement and video streaming studies.

III. METHODOLOGY

Our methodology consists of three main stages: (i) resolver
discovery via Internet-wide scanning, (ii) protocol validation
and filtering, and (iii) video performance measurements.

A. Discovery of Target Resolvers

1) Scanning: To assess and identify the adoption of DNS
over QUIC (DoQ) resolvers worldwide, we issue weekly scans
of the IPv4 address space starting from 2021-W27 (July 05—
11). The scans are conducted from a single vantage point
located in the research network of TUM, Germany targeting
all proposed DoQ ports (UDP 784, 853, and 8853 [16]). For
this, we leverage the ZMap [43]] network scanner. For com-
parison, we additionally target DoUDP port UDP /53, which
we identify by leveraging the ZMap’s built-in DNS probing
packet that queries an A record for www.google . com [44].
Since ZMap does not provide means for the identification of
QUIC or DoQ, we issue a custom packet [45] that carries
the Initial QUIC handshake frame with an invalid version
number of 0 [46]: In this way, if the target operates a QUIC
stack on the probed port, a Version Negotiation packet
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is triggered in response, which allows us to identify the target
IP address as QUIC-capable on the respective port. This also
prevents exhausting resources of the target [13] as such a
packet does not produce state. However, note that other QUIC
services, which are not necessarily DoQ, could be offered on
the probed ports.

2) Target Validation: To further validate targets identified
as QUIC-capable by the ZMap scans, we check if they
actually support DNS over QUIC [47]. To do so, we offer the
dog Application-Layer Protocol Negotiation
(ALPN) identifiers (as required by the DoQ I-Ds [16]), which
results in a list of DoQ-capable targets. As a final step,
a connection to every DoQ-capable target on all proposed
DoQ ports UDP /784, UDP/853, as well as UDP/8853, is
established [48]]: For these connections, we offered the QUIC
version draft—-34 in our Initial frame until 2021-W42,
while support for version 1 was added in 2021-W43. Overall,
our client supports the QUIC versions draft—-34, —32 and
—-29 since the start of our study, as well as version 1 later on;
hence, the client can respond to Version Negotiation
packets if issued by the resolvers. For DoQ, we offer ver-
sions in the order of final RFC [16] and draft-11 to
draft-00 [16]], for which we added support for new versions
within 2 weeks of the draft or final RFC release. By issuing
the highest QUIC and DoQ protocol versions supported by
our client first, we ensure that we negotiate the highest shared
protocol versions between our client and the target resolver.
With this, we record the negotiated QUIC and DoQ versions,
as well as the X.509 certificate offered by each DoQ-capable
target, creating the final list of DoQ-verified resolvers.

B. Protocol Validation and Filtering

Using the methodology described above, we identify 1,216
DoQ resolvers. To enable a comparison of DoQ to other DNS
protocols, we evaluate their support of DoUDP, DoTCP, DoT,
and DoH. For this purpose, we use DNSPerf, an open-source
DNS measurement tool supporting all stated protocols [49]
to optimistically query the resolvers. Of the 1,216 identified
DoQ resolvers, we find that 548 support DoUDP, 706 DoTCP,
1,149 DoT, and 732 DoH while their full intersection results
in 312 verified DoX-verified resolvers (shown in Fig. [2),
which support all five target DNS protocols (DoQ, DoH, DoT,
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Fig. 4: A sequence diagram illustrating the YouTube video streaming
workflow and where the different metrics are collected.

DoTCP, DoUDP) as established by our preliminary study
[24]. While we acknowledge that public DNS resolvers often
leverage IP anycast, we cross-reference anycast IP addresses
used in related work [6], [9], [LO], [L1], [12], [S0], although
without finding an overlap. Using an IPv4 geolocation lookup
service [51f], we find that the majority of these resolvers are
located in Europe (= 41.7%) and Asia (= 41.0%), followed by
North America (=~ 15.4%), while Africa, Oceania, and South
America each account for ~ 0.6% of the resolver set.

C. Video Measurements

1) Vantage Points: To assess the impact of DoQ in compar-
ison to DoUDP, DoTCP, DoT, and DoH on video performance
(YouTube video streaming), we perform distributed measure-
ments using 7 Amazon EC2 instances while targeting these
312 DoX-verified resolvers as represented in Fig. 2} The seven
virtual machines are located in North America (California and
Virginia, USA), South America (Sdo Paulo, Brazil), Europe
(Frankfurt, Germany), Africa (Cape Town, South Africa), East
Asia (Osaka, Japan) and Oceania (Sydney, Australia). The
measurements were run once a day starting at 00:00 UTC from
18th-24th April (covering seven days). Following a similar
strategy as our earlier work [24], we compare DNS transports
relative to each-other within the same vantage point-resolver
pair. By evaluating all DNS transports for the same vantage
point-resolver pairs, we reduce variability due to endpoint
differences; however, we do not explicitly capture path-level
dynamics such as routing changes or congestion. Although the
geographic distance between a vantage point and a resolver in-
fluences the absolute lookup latency, our analysis emphasizes
relative differences across transports for a fixed VP-resolver
combination. Since all protocols are tested between the same
endpoints, they traverse the same underlying network path and
are subject to identical propagation delay, routing character-
istics, and congestion conditions. Consequently, path-related
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factors affect all transports in a similar way and do not distort
the cross-protocol comparisons. This follows standard practice
in DNS transport measurement studies, including our recent
study.

2) Settings: We intentionally fix hardware, browser con-
figuration, and local network settings across all measurement
vantage points to isolate the performance contribution of the
DNS transport protocols. Varying device types, CPU capabil-
ities, or artificially throttled network conditions would intro-
duce confounding effects and make cross-protocol comparison
non-repeatable. Instead, heterogeneity arises naturally through
our globally distributed vantage points, each operating under
distinct routing paths, latencies, and peering characteristics.
This allows us to study protocol behavior in diverse real-world
conditions while maintaining experimental control. Our ex-
periments interact with YouTube’s real-world delivery system,
including Dynamic Adaptive Streaming over HTTP (DASH)
and redirection to the closest CDN replicas. By using the
real Internet, our study accounts for real-world phenomena
like uncached domain name requests and varying throughput
between VPs and media servers.

3) Measurement Setup: Our methodology represents the
usage of YouTube via direct links where on clicking, the DNS
resolution is performed as explained below, and the video
starts playing. Our measurement setup (see: Fig. [3) considers
two different YouTube videos [52]], [53] in order to compare
the domain names used for fetching video chunks. The videos
are always measured for five seconds with the video quality
set to both 720p and 480p. These two videos are specifically
chosen since they are ad-free throughout the testing. Ads
introduce additional DNS and HTTP requests which com-
plicate controlled comparisons across DNS transports. Using
two globally ad-free videos ensures experimental repeatability
across vantage points. As such, adding more videos would
likely yield redundant data rather than new insights. Instead,
our study brings diversity by adding seven global vantage
points measuring 312 DoX verified resolvers leading to >11k
successful DoQ measurements alone. The measurement script
first iterates over the 312 DNS resolvers to confirm whether
they are reachable, and then iterates over two YouTube videos.
To effortlessly switch between the measured protocols (DoT,
DoH, DoQ, DoTCP and lastly DoUDP) without needing the
browser to support the specific protocol, a fork of DNS proxy
is used as the local stub resolver. For each protocol, DNS
proxy is run with the server set as the upstream resolver.
DNS proxy listens for queries on a localhost address on
port 53 and proxies them to the upstream resolver server. To
force the browser to use DNS proxy as its stub resolver, the
proxy is set as the local nameserver. The UDP source port
is anchored to guarantee that a post-reset QUIC connection
to the same server will have a handshake time of one round-
trip. Similar to the measurement setup built in prior works
[24], we incorporate support for session resumption by adding
a session ticket cache. This ensures that after a reset, the
next QUIC handshake to the DNS server does not require
the server to resend its certificate again. For each [server
video, protocol] combination, the Chrome browser is opened
using Selenium and Chromedriver to capture the different

performance metrics. Chrome is set to run in headless mode
with HTTP caching disabled while HTTP/3 (H3) with QUIC
is enforced to ensure every video chunk is requested over
H/3. The target website of the measurement is an iframe
served by a HTTP server on localhost over HTTP without
encryption. iframe API is an established method of mimicking
the playback of a single video as already in use by previous
studies [54], [S5]. Our iframe code is based on the reference
implementation [S56] by YouTube. The iframe API allows
setting the video ID to start playback programmatically, DNS
performance metrics logging is also implemented to support
proper recording of exchange duration.

4) Metrics Used: In our evaluation, we consider three
metrics that capture different aspects of DNS and video
performance as follows: (a) DNS lookup time, which includes
query latency and protocol handshakes, (b) Page Load Time
(PLT) which reflects all DNS and HTTP requests performed
before playback begins, and (c) Startup delay which measures
the time from initiating playback until the first frame is
rendered. Fig. [] illustrates the YouTube streaming workflow
and highlights where each metric is measured. These metrics
jointly allow us to evaluate both transport-efficiency effects
and user-perceived performance. There are two points at which
these metrics are recorded: using the Javascript embedded in
the website serving the iframe and using Javascript executions
in Selenium. Finally, the measurement runs where the google-
video subdomain changes within a run are removed to reduce
the effect of uncached domain name requests.

The optimal quality determined by a YouTube player inside
an iframe can be influenced by setting the size of the player.
While an iframe loads, multiple HTTP requests are issued to
various hosts. The page load time (PLT) covers all of the
DNS queries and HTTP requests related to these hosts and
specifically excludes any video playback. The lookup time
consists of the query time (i.e. time from sending the request
until receiving the response) and potentially a handshake of
the transport protocol. Initial quality is defined as the quality
change event that is logged by the iframe API right before the
playback start event is captured. Finally, startup delay refers to
the time lapse between programmatically starting the playback
to the player actually starting to play the video after initial
buffering.

Ethical Considerations: To adhere to ethical principles and
minimize the impact of our active scans, we follow best
practices of the Internet measurement community [S7]], [S8]],
[S9]: For the longitudinal analysis, we restrict our Internet-
wide scans to verify DoX resolvers once every week over
a specific vantage point in order to limit outbound traffic.
To allow targets to opt-out of our measurements, we display
contact information and a description about the intent of our
measurements on a webpage reachable via the IP address of
each vantage point. Further, we only target publicly reachable
IP addresses and honor opt-out requests from previous studies
by maintaining a University-wide shared blocklist with the
excluded targets.

Reproducibility: In order to enable the reproduction of our
findings [60], we have made the developed tools, the raw data
of our measurements, and the analysis scripts for the work
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Two Iast digits of the year and week number of 2021-2023

Number of DoQ-verified resolvers per week number from July, 2021 to July, 2023 grouped by negotiated DoQ and QUIC version.

Support for QUIC version 1 was added in 2021-W43. Also, highlights release of different DoQ drafts and its standardization timeline.

publicly availabldﬂ

IV. LONG-TERM VIEW ON ADOPTION OF D0OQ

To study the adoption of DoQ on resolvers worldwide, we
issue weekly scans of the IPv4 address space over the course of
25 months, i.e. 107 weeks, as detailed in § [Tl In our scans,
we record the negotiated QUIC and DoQ versions, as well
as the X.509 certificates offered by the target resolvers that
support DoQ, for which we also determine the announcing
Autonomous Systems (ASes) and geolocations. Overall, we
find 1,851 unique X.509 certificates over this span.
Adoption of QUIC and DoQ Versions: In our scans and
in the verification process, we target all proposed DoQ ports
UDP/784, UDP/853, and UDP/8853. The DoQ drafts —00
and —01 state that port UDP/784 MAY be used for experi-
mentation. draft—-02 defined UDP /8853 for usage as exper-
imentation as well as for reservation at the Internet Assigned
Numbers Authority (IANA). This was changed in draft-03,
where port UDP/784 was again stated for experimentation
usage; ultimately, UDP /853 has been established as the final
port for reservation at IANA [16].

Fig. presents the DoQ-verified resolvers per week,
grouped by negotiated DoQ and QUIC version. Overall,
we observe that the number of DoQ-verified resolvers rises
steadily until 2022-W24: Starting with 844 resolvers in 2021-
W28 (July 05-11), we see an increase to 3,486 verified
resolvers in 2022-W24 (June 13-19). The number of DoQ-
verified resolvers then sees a drastic drop in 2022-W28, but
eventually maintains an almost steady number with 1,612
verified resolvers in 2023-W28 (July 08-14). This pronounced
increase in the number of verified DoQ resolvers shortly after
its standardization in May 2022 can be attributed to operators
temporarily enabling DoQ for validation and interoperability
testing following the publication of the final RFC. This in-
terpretation is also supported by the large number of newly
observed DoQ resolvers shown in Fig [6] during 2022-W24.
Moreover, AdGuard Home (AGH), a widely used open-source
DNS resolver, changed its default QUIC/DoQ version pairing
around this time, leading to many AGH-based deployments

Uhttps://github.com/Sree2021/TNSM-2026- YouTube

suddenly becoming reachable via DoQ. However, we hypoth-
esize that the sudden sharp decline (nearly halfing) around
July 2022 reflects operational churn among early adopters.
Many initial DoQ deployments were based on draft versions
(e.g., dog-i102/03) that became incompatible with the standard-
ized protocol, necessitating updates or temporary deactivation.
In addition, AGH reverted or adjusted several DoQ-related
configuration defaults during this period, which would have
reduced the number of resolvers successfully negotiating DoQ
with our client. Finally, the consistent upward trend, followed
by saturation can be interpreted as a shift from experimental
deployments toward stable, production-grade adoption. Larger
resolver operators increasingly enabled standardized DoQ sup-
port, while smaller or prototype deployments disappeared.
Together, these observations suggest that the DoQ ecosystem
has progressed from early-stage experimentation to a more ma-
ture and stable operational phase. This observation is further
supported by concurrent shifts in protocol version adoption
and alignment with the standardization timeline (RFC 9250),
as illustrated by the vertical markers in Figs. [5] and [6]

To analyze it further, we have measured the churn in the
DoQ-verified resolvers (see: Fig. [6) over the entire duration
of the measurement study. We observe that right after the
standardization of DoQ in May, 2022, ~ 57% new resolvers
joined in 2022-W24 (see: Fig. [6a), after which we again see
a drastic drop. We speculate that, right after the standard-
ization, several operators turned on DoQ to experiment its
operation in the real world, resulting in such a quick spike
that later disappeared. However, we must highlight that a
steady number (>1000, median: 1043) of resolvers continue
to support DoQ (cyan bars, Fig. [6a) demonstrating that the
operations community continues offering DoQ in production.
Also, a fairly consistent number of new resolvers (=~ 200,
median: 242) supporting DoQ (light green bar, Fig. [6a) were
added every week throughout the entire duration of the study,
which reflects the growing popularity of DoQ implementation
amongst operators. After we added support for QUIC version
1 [13] in 2021-W43, we observe a steady usage of DoQ
Draft 02/QUIC 1 (red bars) until 2021-W50, followed
by a steep increase until 2022-W12. We again observe a
steady trend till 2022-W20, followed by a steep decrease
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until 2023-WO08. Similarly, after adding support for DoQ
RFC shortly before the RFC release, we observe a steady
usage of RFC/QUIC 1 (light green bars) until 2022-W20,
followed by a sudden steep rise in 2022-W24 (June 10-16),
i.e. right after the standardization of DoQ [16]]. There is a steep
descend in 2022-W28, followed by an almost steady decrease
until 2023-W28. Analyzing this observation, we find that
the open source DNS server implementation AdGuard Home
(AGH) [61]] changed the default DoQ/QUIC pair from DoQ
Draft 02/QUIC Draft 34 (blue bars) to DoQ Draft
02/QUIC 1 (red bars) starting 2021-W51 [62]], matching the
pattern we observe. In addition, we find indications of the
usage of AGH by the updated resolvers within the Common
Names of their X.509 certificates, and also identify multiple

of the updated resolvers to be running AGH through random
sampling. We also observe (Fig. [7) the count of unique IP
addresses per common name suddenly dropped in 2022-W28
and then steadily decreased over time, matching the patterns
observed in Fig. [5] Hence, we attribute the observed changes
in usage of DoQ between 2021-W51 and 2023-W28 to these
facts.

Although we offer a total combination of 52 DoQ/QUIC
version pairs as of 2023-W28 (see § [II), we observe only 8
pairs across all measurements, with the majority being DoQ
RFC/QUIC 1 (light green bars, 3181 (82.2%)) in 2022-W24.
Also, when we look at the churn in the DoQ-verified resolvers
with respect to the first week of our study, i.e. 2021-W28
(see: Fig. , we see that only ~ 9% of the resolvers are
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TABLE II: Number of DoQ-verified resolvers in cen-
sored/surveillance countries, distributed by network type as of
July 10-16, 2023. China has the most number of DoQ-verified
resolvers both within content delivery networks and ISPs.

Country # Resolvers Network Type

Content ISP Others Unknown
China 127 91 (71.7%) 21 (16.5%) 0 15 (11.8%)
South Korea 51 35 (68.6%) 12 (23.5%) 1 (2%) 3 (5.9%)
Russia 50 9 (18%) 16 (32%) 2 (4%) 23 (46%)
Australia 14 13 (92.9%) 1(7.1%) 0 0
Vietnam 12 0 6 (50%) 0 6 (50%)
Tran 3 1 (33.3%) 0 0 2 (66.7%)
Malaysia 3 3 (100%) 0 0 0
Norway 2 0 2 (100%) 0 0
Bangladesh 2 0 1 (50%) 0 1 (50%)
United Arab Emirates 1 1 (100%) 0 0 0
Kazakhstan 1 1 (100%) 0 0 0
Belarus 1 0 0 1 (100%) 0
TOTAL 267 154 (57.7%) 59 22.1%) 4 (1.5%) 50 (18.7%)

continuously verified from 2022-W24 until 2023-W20 (light
blue bars). Additionally, we find that only 125 (7.75%) of the
initial 844 resolvers (2021-W28) are still verified in 2023-
W28. However, we also notice that a steadily high number
(=1500) of new resolvers (compared to the first week of study)
support DoQ (green bar, Fig. [6b) from 2022-W32 until the
end of our study. This implies the rising popularity of DoQ
and its implementation within the operations community. This
fluctuation of DoQ reflects the development process: While
DoQ was being standardized, implementations and services
changed frequently over time and then stabilised after its
standardization in May, 2022.

Distribution of DoQ-verified resolvers in censored or
surveillance countries: We further analyzed the distribution
of the DoQ-verified resolvers for the last week of our study
(i.e. 2023-28), especially in censored or surveillance countries
(see: Table [l). We include this study to assess whether
encrypted DNS protocols like DoQ appear to be deployed or
reachable in countries with more restrictive Internet environ-
ments. We found that DoQ-verified resolvers are present in
twelve such censored or surveillance countries. Out of them
China has the most number of resolvers, whereas the United
Arab Emirates, Kazakhstan and Belarus have the least (only 1).
When looking at the network types of these resolvers, we find
that most of the resolvers are within content delivery networks
(>57%), followed by ISPs (=22%). The least number of
resolvers belong to other network types, such as enterprise,
education or non-profit organizations. We emphasize that our
measurements do not assess blocking or interference; they
only reflect whether DoQ-verified resolvers responded to our
queries.

Even before DoQs standardization, both AdGuard [25] and
nextDNS [26] actually did use DoQ in production systems
for their DNS-based ad and tracker blocking services, offering
publicly reachable DoQ servers as well as client implementa-
tions [27], [28]]. This is reflected in the Common Names of the
X.509 certificates offered by the verified DoQ resolvers (see:
Fig. [7): In 2021-W28, 182 resolvers (21.56%, golden yellow
bar) state dns.nextdns.io as their common name.

Analyzing the change over time, we observe that nextDNS
operates the highest share of resolvers in each week, with a
mean of roughly 180 resolvers in 2021-W27 to 2021-W31,
increasing to a mean of 198 resolvers in 2021-W32 to 2022-

TABLE III: Distribution of DoQ-verified resolvers per ASN
as of July 10-16, 2023. nextDNS has the highest number of
DoQ-verified resolvers deployed worldwide.

ASN | DoQ-verified

nextDNS (AS34939) 522 (32.91%)
ORACLE-BMC-31898 (AS31898) 149 (9.39%)
TENCENT-NET-AP (AS45090) 63 (3.97%)
DIGITALOCEAN-ASN (AS14061) 49 (3.09%)
OVH (AS16276) 47 (2.96%)
AMAZON-02 (AS16509) 35 (2.21%)
AKAMAI-LINODE-AP (AS63949) 29 (1.83%)
AS-CHOOPA (AS20473) 28 (1.77%)
ALIBABA-CN-NET (AS37963) 27 (1.70%)
CHINANET-BACKBONE (AS4134) 21 (1.32%)
AS-COLOCROSSING (AS36352) 17 (1.07%)
MNGTNET (AS199274) 16 (1.01%)
TENCENT-NET-AP-CN (AS132203) 15 (0.95%)
MICROSOFT-CORP-MSN-AS-BLOCK (AS8075) 15 (0.95%)
AS-ANEXIA (AS42473) 14 (0.88%)
ALIBABA-CN-NET (AS45102) 12 (0.76%)
MULTA-ASNI (AS35916) 12 (0.76%)
netcup-AS (AS197540) 11 (0.69%)
ITINET (AS25820) 11 (0.69%)
HINET (AS3462) 11 (0.69%)

W12. The mean then slightly decreases to 189 in 2022—
W16 to 2022-W24, followed by a steep decrease to a mean
of roughly 56 in 2022-W28 to 2023-W16, and finally to a
mean of 30 in 2023-W20 to 2023-W32. While the increase
was observed between 2021-W31 and 2021-W32, nextDNS
offered DoQ Draft 02/QUIC Draft 32 (see: Fig. [
yellow bars) until 2021-W32 and downgraded all resolvers
to DoQ Draft 02/QUIC Draft 29 (see: Fig. 5] green
bars) in 2021-W33, where this DoQ/QUIC pair is exclusively
offered by nextDNS. After adding support for QUIC version 1
in 2021-W43, we also observe that all nextDNS resolvers offer
DoQ Draft 02/QUIC 1 (see: Fig. [ red bars) since that
week; hence, we attribute the previously observed downgrade
to the missing support of QUIC version 1 in our tooling
during that timeframe. Finally, support for DoQ RFC/QUIC
I (see: Fig. 5] light green bars) was added in 2022-W13
and nextDNS started its support from the same time as well.
Considering the publicly reachable DoQ servers of AdGuard
(identified by the common names dns.adguard.com and
adguard.ch), we identify 25 resolvers (see: Fig. [/| blue
bars) offering DoQ Draft 03/QUIC 1 (see: Fig. El, brown
bars) in 2022-W04 (2.1%) and 17 resolvers (see: Fig.
blue bars) offering support in 2023—-W28 (1.05%). Note that
this DoQ/QUIC pair is exclusively offered by the AdGuard
services, as it differs from the AdGuard Home (AGH) open
source DNS server implementation detailed above. We find
12-17 resolvers (see: Fig.[/] blue bars) with the common name
dns.adguard.com and DoQ Draft 02/QUIC Draft
34 (see: Fig. @ blue bars) until 2021-W47, after which these
resolvers switch to DoQ Draft 03/QUIC 1 (see: Fig.
E} brown bars) starting 2021-W48. Moreover, DoQ Draft
03/QUIC 1 is also offered by 6-8 resolvers (see: Fig.
green bars) using adguard.ch starting 2021-W49. Also,
AdGuard added support for DoQ RFC/QUIC 1 (see: Fig. [3
light green bars) in 2022-W21, offering 16 resolvers (see: Fig.
blue bars) with the common name dns.adguard.com
and 8 resolvers (see: Fig. [/} green bars) using adguard.ch.
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Fig. 8: Heat map showing median values (in ms) for name lookup time, PLT and startup delays for Video ID aqz-KE-bpKQ [52] across
all resolvers. Grouped by vantage points and DNS protocols. For all metrics and protocols the vantage point in South Africa performs the
worst while the ones in Europe and North America perform the best. The US West Coast appears to perform slightly worse than its East
Coast. Amongst the encrypted DNS protocols, DoQ performs the best, followed by DoH.

Finally, note that dns .nextdns. io is present in 2023-W24
with a negligible count; the missing/near-zero value is due
to aggregation and scale effects rather than the absence of
resolvers.

Adoption of Encrypted DNS in Real-World: We show the
distribution of DoQ-verified resolvers per ASN for the last
week of our study (i.e. 2023-W28) in Table m Similar to the
observations made in Fig. [7] Table [[T]] also shows nextDNS
having the highest share (32.9%) of DoQ-verified resolvers
deployed worldwide.

Takeaway: Over the course of 2 years, we observe a steady
increase with eventual saturation in adoption of DoQ by
public DNS resolvers. Even when analysing the churn, we
notice a steady number (> 1000) of resolvers continue to
support DoQ, demonstrating its growing popularity within
the operations community.

V. IMPACT OF DOQ ON YOUTUBE STREAMING

In this §, we evaluate the effect of DoQ for YouTube video
streaming in comparison to DoUDP, DoTCP, DoT, and DoH.
Specifically, we evaluate the performance using the metrics
defined in § [[I-C} The evaluated metrics capture different
stages of the workflow—DNS resolution, page loading, and
media playback—and are sequential but not directly coupled.

Although DNS lookups contribute only a small fraction of
total streaming time, prior studies [63]], [64], [65] have shown
that DNS has an indirect but potentially larger impact on video
QoE by influencing CDN mapping and replica selection. Since
DNS responses can redirect clients to different replicas (or
front-end servers), suboptimal DNS resolution may steer the
client to a suboptimal replica with higher latency or lower

throughput. This can worsen PLT and startup delay beyond
the direct DNS lookup time. At the same time, YouTube
typically uses persistent HTTP/2 or HTTP/3 connections dur-
ing playback, so DNS queries do not occur repeatedly per
segment. Thus, the impact of DNS is concentrated in session
initialization and replica selection, motivating our choice of
lookup time, PLT, and startup delay as evaluation metrics.
We focus on empirical evaluation under real-world conditions,
where factors such as CDN selection and network variability
are difficult to model analytically. Adaptive bitrate (ABR)
mechanisms operate after playback begins over the established
connection and are therefore outside the scope of our DNS
transport analysis.

A. Performance across Different Vantage Point and Protocol
Combinations

We conducted a study across different vantage points and
protocol combinations, which naturally differ in latency, net-
work paths, congestion levels, and access performance, provid-
ing heterogeneity for evaluating DNS protocol performance.
This study determines the relative percentage of measurements
having initial video quality of hd720 and large (i.e. 854x480).
We observed that for most vantage points, the distribution of
video quality in our dataset is more inclined towards 720p (for
>97% of results) hence, we restrict the rest of our evaluation
to 720p.

Fig. [§] shows the median values covering these metrics, for
each (vantage point, protocol) combination across all resolvers
for video with ID agz-KE-bpKQ [52]]. The number of success-
ful measurements performed for each vantage point is in the
order: Brazil (16932), US West (16849), Germany (16792),
Australia (16759), Japan (16748), US East (16623) and South
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TABLE 1IV: Contribution (%) of DNS resolution time in PLT and startup delay across the median for each [vantage point,protocol] tuple.
The impact of lookup time on PLT is lower than its impact on startup delay.

\ Lookup Time/PLT (%) Lookup Time/Startup Delay (%)

Vantage ‘

Points | DoQ | DoH | DoT | DoTCP | DoUDP | DoQ | DoH | DoT | DoTCP | DoUDP
South Africa | 698 | 6.67 | 7.98 | 1158 | 646 | 27.94 | 2808 | 30.34 | 3827 | 24.65
Japan | 608 | 573 | 719 | 1075 | 606 | 21.33 | 22.01 | 2432 | 32.88 | 20.55
Australia | 5.67 | 567 | 7.3 | 1033 | 585 | 2688 | 27.79 | 3415 | 4319 | 26.18
Brazil | 602 | 58 | 7.8 | 1049 | 584 | 3009 | 3042 | 3892 | 4457 | 27.95
USWest | 551 | 524 | 573 | 102 | 573 | 2535 | 2509 | 2648 | 39.57 | 2522
USEast | 586 | 574 | 828 | 1004 | 559 | 19.69 | 20.03 | 2744 | 2957 | 1829
Germany | 584 | 561 | 767 | 107 | 621 | 2054 | 20.71 | 28.03 | 3240 | 20.14

Africa (15918). Each metric has a separate color scale and is
represented in milliseconds. The order of the vantage point
is determined by median startup delay across protocols. This
order is slightly different for lookup times and PLTs. It is
observed that South Africa performs worst, followed by Brazil,
Australia and Japan, with the best performing three staying the
same across metrics.

Name lookup times: Within a vantage point, DNS protocols
perform differently depending on the metric. For name lookup
times, DoTCP performs the worst across vantage points. This
is due to the handshake round-trip that is added for every
single query as DoTCP does not implement connection reuse.
The fastest lookup times are achieved with DoUDP, which
is expected due to no connection setup overhead. However, as
DoUDP is unencrypted, it does not feature in-network privacy.
The second best protocol is DoQ, followed by DoH and lastly
DoT. The differences between them highly depend on the
vantage points. For example, on the German and US West
vantage point, DoQ performs very well and is only around 2
ms worse than DoUDP while DoH is around 4.6 ms worse
than DoQ. In contrast, for the vantage point in South Africa,
DoQ takes 32.6 ms longer than DoUDP, while DoH takes
further 4.1 ms longer than DoQ. The lookup time differences
between vantage points are likely due to the network topology
(i.e. distance from the resolver servers). Overall, for Germany,
US West and Australia, the lookup time for DoQ is ~1.5%
higher than DoUDP. When comparing them using a paired t-
test, we observe a pvalue = 0.0183 (<0.05), which implies
that the results are statistically significant. We also compute
the contribution of lookup time towards PLT and startup delay
(Table [IV). We observe that there is tangible impact of lookup
time on both PLT and startup delay, while impact on PLT
(5.5% — 11.5%) is lower compared to the impact on startup
delay (18.3%—44.6%). We next discuss PLT and startup delay.
Page Load Times: The PLTs exhibit performance similar
to that of lookups, but here differences between the vantage
points are accentuated. As aforementioned: vantage points
in South Africa, Brazil and Australia perform the worst.
There are likely multiple factors influencing this observation
but the main cause is the distance between the YouTube
servers and the resolvers. DoT and DoTCP also perform
worse compared to other protocols due to aforementioned
reasons. PLT evaluations includes at least six DNS resolutions.

Some of them likely happen in parallel, triggering the DoT
pool implementation to cause more handshakes. If a TLS
connection is established for a DNS query, and subsequently
another query is sent to the DNS proxy, it creates a new
connection and runs a new handshake. As a result, multiple
TLS connections are created for one DoT instance of the
DNS proxy, which is then referred to as the DoT pool. To
confirm, the number of TLS handshakes that are triggered
before the page onload event, every DoT measurement run is
calculated. It is observed that 76.8%, 9.8%, 8.8% and 2.7% of
the measurements have three, four, two and one handshake per
measurement run respectively. Explicitly, DoQ has exactly one
handshake for all measurements, while DoTCP has six, eight
and seven handshakes for 91.1%, 3.1% and 2.2% of the mea-
surements respectively. As such, these additional handshakes
cause DoT and DoTCP to perform worse compared to other
DoX protocols across all metrics.

In summary, the observed differences across vantage points
are likely influenced by factors such as geographic proximity
to CDN replicas, variations in RTT, and underlying routing
characteristics.

Takeaway: For Germany, US West and Australia, the lookup
time for DoQ is ~1.5% higher than DoUDP, whereas for
DoH it is ~=7% higher than DoUDP. On the contrary, for
PLT, the difference in results for the same vantage points
are more pronounced where DoQ performs ~=5.5% worse
compared to DoUDP. However, PLT as a metric has less
impact on video streaming, so this is less of an issue for
video workloads.

Startup Delay: In line with the previous observations, DoTCP
has the highest startup delay. The magnitude of this delay is
indicative of how DNS can play a substantial role in the initial
startup of the video. The throughput achieved between the
vantage points and the YouTube servers is also a contributing
factor here. This implies that the difference between the startup
delays of the various DoX protocols likely does not scale pro-
portionally with the handshake round-trip differences between
them. On the vantage point in Germany, for instance, DoTCP
performs 105.2 ms worse than DoUDP which increases to
260.4 ms at the vantage point in South Africa. An additional
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Fig. 9: CDFs of the startup delays (a, top) and Query durations (b,
bottom) over all vantage points. Among the encrypted DNS protocols,
DoQ shows the fastest startup times while DoT is considerably slower
(see a). We attribute the slow DoT startup times to the inflated DoT
query durations (see b).

observation to note is that the median startup delay for DoT
appears to be worse than its corresponding DoH values.

To dig deeper, we investigate the timeline of when DNS
resolutions occur within a measurement in further detail. The
video playback starts strictly after the page loads, while the
video ID is set already once the video element has been located
on the website. This suggests that the PLT is guaranteed to
contain the DNS protocol’s (amortized) handshake duration
whereas the startup delay starts strictly after the initial DNS
handshake has finished. The exceptions to this observation are
DoTCP (no connection reuse) and DoT (see below). However,
domain names of video chunks (x*.googlevideo.com)
are likely resolved only at the very outset. If different domains
are used during playback they are unlikely resolved in parallel
and initial page load would have already created multiple
pooled connections (as explained above). We observed around
353 measurements (out of 23,517 DoT measurements) where
at least one DoT handshake is recorded after the PLT whereas
only 42 measurements exist in the dataset where a DoT hand-
shake is initiated after the first video chunk domain is resolved.
The number of measurements where this occurs is relatively
small compared to the full sample size. Consequently, the
data shows a skewed median startup delay for DoT across
all vantage points.

Fig. Oa] depicts the cumulative distribution of startup delay
across all vantage points. Given that DoTCP does not offer
encryption and is also meant as a fallback mechanism for
DoUDP, we do not consider DoTCP in further analysis. It is
observed that DoUDP has a median startup delay of 698.9 ms

which increases to 1012.8 ms for the 90" percentile. The
second best on average is DoQ with 708.6 ms (1031.5 ms at
90*" percentile), followed by DoH with 720.8 ms (1066.0 ms
at 90" percentile). The worst performing one is DoT with
758.6 ms (1176.7 ms at 90" percentile). The plot confirms
that DoT appears to be worse at all percentiles, i.e., across
all vantage points and for most measurements. To perform a
causal analysis, we investigate the captured DNS metrics in
Fig. b} We find that query duration (i.e., the lookup duration
without any handshakes) appears to be the cause of the
anomaly with DoT. Since the query duration is inflated, lookup
times are increased, which then affects the startup delay. This
is visible across all vantage points, for all resolvers regardless
of initial quality. The distribution for query durations is shown
in Fig. @ ‘We observe that median value for DoT is 217.5 ms,
while for DoH it is 193 ms. DoQ has a median query duration
of 185.7 ms and DoUDP of 177.5 ms. Comparing this to
the query duration for www . youtube . com, the medians are:
DoQ 175.1 ms, DoUDP 173 ms and DoT 173.8 ms. Thus,
performance of the DoE protocols follow the order: DoQ <
DoH < DoT (where less is better.)

Table [V] shows the best and worst case startup delay across
(vantage point, protocol) combinations while the correspond-
ing median values were already depicted in Fig[8] We evaluate
individual vantage points in more detail. For instance, with
the vantage point in South Africa, we observe that differences
between DoUDP, DoQ and DoH are small and the distributions
are quite similar. On the contrary, in case of DoT, the startup
delay increases comparatively more due to aforementioned
reasons. Correspondingly, for the vantage point in Germany,
we observe that differences between protocols (including
DoTCP) are less pronounced up to roughly the 25t" percentile.
This is probably due to low round-trip times to recursive
resolvers, YouTube servers, or a combination of both. The
resolvers do have a location bias toward Asia, Europe and
North America, as is also seen in previous studies [23]. Even
though, the expected performance differences are visible at
the median, the 90" percentile shows the differences more
prominently. The next vantage point examined in detail is
US West. Here, DNS protocols perform similarly up to the
10*" percentile. The median startup delay is slightly higher
compared to German vantage point, but the 90" percentile
is lower, indicating that startup delays are more stable for all
DNS protocols. This vantage point is also the one with the
lowest 90" percentile value compared to other vantage points.
This vantage point was found to have the most number of mea-
surements where at least one DoT handshake occurred after
the first googlevideo domain name resolution. However,
difference between DoT and DoH is larger on other vantage
points which means that additional handshakes are not the
root cause. The last vantage point shown in detail is the one
in Japan where the differences observed between DoT and the
other protocols are very high, albeit not as high as in South
Africa. Observing only DoH and DoT, which in theory should
have almost exactly the same startup delays, it is observed that
DoT has a median increase of around 89.1 ms while the 90"
percentile increase is 79 ms over DoH.

In summary, we observe that DoOTCP performs worst across
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TABLE V: P10 and P90 values startup delays accross vantage point and protocol combinations. DoTCP performs worst whereas DoQ
performs best amongst the encrypted DNS protocols generally across all vantage points for both best and worst-case scenarios. The worst
performing results are shown in yellow whereas the best ones amongst the DoX protocols are shown in violet. The only exception where

DoQ performs better than DoUDP is highlighted in pink.

Startup Delay (ms)

|
DNS | Germany | US East |  US West | Brazil | Australia | Japan | South Africa
Protocols | “510 1 poo | P10 | P90 | P10 | P90 | P10 | P90 | P10 | PO | P10 | PO | P10 | P90
DoQ | 3132 | 848.1 | 4302 | 8639 | 605.8 | 761.9 | 5647 | 987.9 | 5412 | 9682 | 4793 | 1193.3 | 7115 | 1618.6
DoH | 3133 | 873.7 | 4329 | 893.8 | 617.1 | 7764 | 7659 | 10143 | 5557 | 9823 | 469.8 | 1238.1 | 7163 | 17813
DoT | 3182 | 921 | 4515 | 8992 | 638.6 | 819.8 | 595.4 | 1076.8 | 571.4 | 1012.6 | 5558 | 1317.1 | 759 | 19313
DoTCP | 311.1 | 1066 | 4544 | 1039.1 | 761 | 896.4 | 707.6 | 1320.1 | 655.7 | 1215.1 | 557.3 | 1461.2 | 8593 | 1935.7
DoUDP ‘ 306.6 ‘ 840.3 ‘ 424.5 ‘ 837.9 ‘ 600.7 ‘ 739.4 ‘ 560.6 ‘ 969.2 ‘ 529.7 ‘ 958.7 ‘ 470.8 ‘ 1152.1 ‘ 715.6 ‘ 1616.3
all vantage points. This is mainly because current DoTCP 100% - :
implementations lack connection reuse across queries. As a o i
result, each lookup incurs a full TCP three-way handshake . 75% !
and is additionally affected by slow-start and head-of-line 8 50% i
blocking, leading to consistently higher lookup times. A recent 25% i DoH
study [50] also reports significant real-world DoTCP query ! DOUDP
failures, further contributing to latency overhead, and high- 0% 7 i . . . .
lights that TCP-level optimizations to reduce latency are often —20% 0% 20% 40% 60% 80%
not adopted by DNS servers. Additionally, DoUDP performs (a) Relative PLT increase.
best across all vantage points followed by DoQ. The only
exception is observed for the 10*" percentile at the vantage 100% i
point in South Africa and for the median at the vantage point 759% i
in Australia where DoQ performs better than DoUDP. . !
8 50% 1 i
1
Takeaway: Across the best performing vantage points, 25% 7 i DoH
median startup delay increase of DoQ over DoUDP is 0% i DoUDP
< 1% whereas that of DoH over DoUDP varies between —20% 0% 20% 40% 60% 80%

1.8% — 3.9%. Even for the worst case scenario (i.e. 90"
percentile), DoQ shows a similar trend over DoUDP.
However; the 90" percentile results for DoH over DoUDP
are relatively worse with variations between 3.9% —10.2%.
This means that DoH degrades more strongly in the high-
delay (tail) regime, whereas DoQ remains more stable.

B. DoQ vs. other DNS Protocols

It is evident from the previous section that DoTCP does
not perform well while DoT unexpectedly performs worse
compared to DoH even for higher query duration under
specific measurement runs. Hence, we do not discuss these
protocols further. We rather focus on providing an overall view
highlighting the differences between the different protocols
without the influence of resolvers and their geographical
location. Therefore, we now evaluate the increase (or decrease)
of PLTs and startup delays to emphasize when using DoQ over
DoUDP or DoH is beneficial.

For providing a macro perspective, the median value of the
metric for each DNS protocol is calculated by grouping results
with the same vantage point, resolver for the startup delay
and the PLT. This allows comparing the DNS protocols to
each other within one such grouping. We consider DoQ as the
baseline and the relative increase or decrease over the median
value with DoQ is calculated against the median values with

(b) Relative startup delay increase.

Fig. 10: CDFs of the relative performance increases of DoH and
DoUDP compared to the DoQ baseline. Each data point represents
a vantage point, resolver and DNS protocol tuple. For PLTs (a, top),
DoUDP and DoH perform as expected in relation with DoQ. For
startup delay (b, bottom), DoQ shows quite an unexpected result
with it achieving comparable performance benefits to DoUDP from
the median and eventually excelling over DoUDP from the 60"
percentile.

DoUDP and DoH. This can be seen as a form of normalizing
the data to a baseline protocol, i.e., DoQ.

Page Load Time: The results shown in Fig. [10a] depict
differences between the protocols where DoUDP appears to
perform the best overall. The median relative decrease in PLT
when using DoUDP compared to the DoQ baseline is -5.4%
while the 10" and the 90" percentile records a decrease in
PLT of -9.4% and -2.3% respectively. Thus, for a majority of
the results DoUDP is strictly better when it comes to PLTs.
DoH on the other hand is worse as P10, P50 and P90 records
a relative increase of 1.5%, 5.3% and 10.0% respectively.
Startup Delay: The normalized startup delay is shown in
Fig. [I0b} It is observed that the relative changes between
the three protocols are less pronounced. This is apparent as
the DNS protocols do not set up new connections at this
point of the measurement run and thus lookup duration is
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minimal, which then results in few differences between the
startup delays. By comparing DoUDP to the DoQ baseline, the
P10 relative change is observed to be -8.8% which increases
to -0.7% for the median. This means at the median, there is
no discernible difference between DoQ and DoUDP when it
comes to video startup. However, for P90 this increases to
6.6%. A similar observation is recorded for DoH where P10
is 6.2%, the median is 0.9% and P90 is 12.6%. Overall, for
PLTs there is still a small difference between the protocols
that follows the order (DoUDP > DoQ > DoH), however on
average there is little difference.

Takeaway: When vantage points and resolvers are nor-
malized, DoQ has quite a similar performance to DoUDP
for the median startup delay. The results for DoQ even-
tually starts improving with almost 40% of our samples
performing better than DoUDP. As startup delay is a
more relevant metric in case of YouTube video streaming,
therefore, enabling DoQ at the cost of minimal overheads
in terms of PLT compared to DoUDP is the best choice to
preserve in-network privacy.

VI. CONCLUSION AND FUTURE WORK

To promote real-world adoption of DNS over QUIC (DoQ),
we conducted the first comprehensive, long-term evaluation
of its deployment and performance during YouTube video
streaming. Our 25-month longitudinal analysis shows a steady
rise in DoQ adoption by public DNS resolvers, eventually
reaching a plateau, reflecting its gradual integration into the
DNS ecosystem. We developed a robust measurement method-
ology to compare five DNS protocols using seven globally
distributed vantage points and a curated set of 312 DoX-
verified resolvers. Our findings indicate that DoQ consistently
outperforms other encrypted DNS protocols in lookup time
and PLT. In particular, the median increase in the startup delay
of DoQ is less than < 1% over DoUDP, with this marginal
difference persisting up to the 90" percentile. Remarkably,
DoQ achieves lower startup delays than DoUDP in approxi-
mately 40% of the measured cases. These results highlight that
DoQ not only offers the best performance among encrypted
DNS protocols but also incurs minimal overhead compared to
the baseline unencrypted protocol, DoUDP. In conclusion, our
study positions DoQ as a highly effective and efficient choice
for DNS resolution in latency-sensitive applications such as
video streaming.

A limitation of our study is that we restrict video experi-
ments to YouTube and two ad-free videos only to ensure global
repeatability. Future work will extend the analysis to platforms
with different architectures to evaluate whether our findings
generalize across video ecosystems. Another limitation of
our setup is that client hardware, browser configuration, and
access-link characteristics remain fixed across all vantage
points. Future work will examine whether factors such as
device types, mobile vs. wired networks, and bandwidth vari-
ability amplify or mitigate DoQ’s performance benefits. Lastly,
incorporating path analysis alongside transport measurements
is a valuable direction for future work and would enable
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deeper investigation into the impact of routing and geographic
distance on encrypted DNS performance.
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