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Abstract—We compare the similarity of webpages delivered
over IPv4 and IPv6. Using the SamKnows web performance
(webget) test, we implemented an extension (simweb) that
allows us to measure the similarity of webpages. The simweb
test measures against ALEXA top 100 dual-stacked websites
from 80 SamKnows probes connected to dual-stacked networks
representing 58 different ASes. Using a two months-long dataset
we show that 14% of these dual-stacked websites exhibit a
dissimilarity in the number of fetched webpage elements, with
94% of them exhibiting a dissimilarity in their size. We show that
6% of these websites announce AAAA entries in the DNS but no
content is delivered over IPv6 when an HTTP request is made.
We also noticed several cases where not all webpage elements
(such as images, javascript and CSS) of a dual-stacked website
are available over IPv6. We show that 27% of the dual-stacked
websites have some fraction of webpage elements that fail over
IPv6, with 9% of the websites having more than 50% webpage
elements that fail over IPv6. We perform a causality analysis
and also identify sources for these failing elements. We show that
12% of these websites have more than 50% webpage elements
that belong to the same origin source and fail over IPv6. Failure
rates are largely affected by DNS resolution error on images,
javascript and CSS content delivered from both same-origin and
cross-origin sources. These failures tend to cripple experience
for users behind an IPv6-only network and a quantification of
failure cases may help improve IPv6 adoption on the Internet.

I. I NTRODUCTION
With the World IPv6 Launch Day in 2012 [1], several
notable content and service providers joined efforts to expedite
IPv6 adoption [2], [3], [4]. Within a span of 4 years since the
initiative, global adoption of IPv6 has increased to ∼13.25%
(as of Aug 2016) according to Google IPv6 adoption statistics [5] with Belgium (∼45.0%), US (∼28.8%), Switzerland
(∼26.0%), and Germany (∼24.4%) leading IPv6 adoption rates.
This has largely been possible due to spearheaded IPv6
deployment by ISPs both in the fixed-line (such as Telenet
in Belgium, Comcast in US, Swisscom in Switzerland and
Deutsche Telekom in Germany) and cellular (such as AT&T,
Verizon Wireless and T-mobile USA) space.
Jakub Czyz et al. in [3] provide a nice overview on the state
of IPv6 adoption on the Internet. They show that 3.5% (350)
of ALEXA top 10K websites announce AAAA in DNS, with
3.2% (320) of these being reachable over IPv6. Recent studies
[6], [7], [8], [9], [10] have compared performance of these
dual-stacked websites over IPv4 and IPv6. However, there
has been no study on comparing the similarity of webpage
content delivered over IPv4 and IPv6. This is important
since applications running on top of TCP will prefer fetching
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Fig. 1. Geographical distribution of our measurement trial comprising of
80 dual-stacked probes as of Aug 2016. Each vantage point is a SamKnows
probe which is part of a larger SamKnows measurement platform.

webpages over IPv6 due to the default address selection policy
[11] which prefers IPv6. We have recently shown [6] that this
policy in conjunction with the Happy Eyeballs (HE) algorithm
[12] leaves a dual-stacked host with less than 1% chance to
prefer a connection over IPv4. As such, content providers need
to ensure that the content delivered over IPv4 and IPv6 is
identical. We want to know −
− How similar are the webpages accessed over IPv6 to their
IPv4 counterparts? – In situations where the content is
dissimilar over IPv4 and IPv6, what factors contribute to
the dissimilarity?
We develop an active test (simweb) that uses well-known
content and service complexity metrics [13], [14] to quantify
the level of webpage dissimilarity. We deploy this test on
80 geographically distributed SamKnows [15] probes connected to dual-stacked networks (see Fig. 1) representing 58
different ASes to provide diversity of network origins. The
test measures against ALEXA top 100 dual-stacked websites.
Using a two-months long dataset, we quantify the dissimilarity
of dual-stacked webpages. In situations where there is a
dissimilarity we also perform a causal analysis and identify
sources responsible for the difference. Our contributions −
− simweb: A tool for measuring webpage similarity (see
Section III) over IPv4 and IPv6. The tool is written in C
and open-sourced [16] for the measurement community.
− 14% of the ALEXA top 100 dual-stacked websites exhibit
dissimilarity in the number of fetched webpage elements

with 6% showing more than 50% difference. 94% of dualstacked websites exhibit dissimilarity in size with 8%
showing at least 50% difference. This dissimilarity (see
Section IV) in number and size of elements negatively
impacts webpages fetched over IPv6.
− 27% of dual-stacked websites have some fraction of
webpage elements that fail (see Section V) over IPv6
with 9% of the websites having more than 50% webpage
elements that fail over IPv6. Worse, 6% announce AAAA
entries in the DNS but no content is delivered over IPv6
when an HTTP request is made.
− 12% of dual-stacked websites have more than 50% webpage elements that belong to same-origin source and fail
over IPv6. Failure rates are affected (see Section VI)
by DNS resolution error on images, javascript and CSS
delivered from both same-origin and cross-origin sources.
To the best of our knowledge this is the first study to
measure webpage content similarity over IPv4 and IPv6. This
is also the first study to investigate IPv6 adoption that goes
beyond the root page (see II) of a dual-stacked website.

Mehdi Nikkhah et al. in [9] measure webpage performance
over IPv4 and IPv6. They measure object size of the downloaded root page (without downloading embedded objects)
and filter out websites where these sizes are not within 6%
(over IPv4 and IPv6) of each other. Going forward, they
measure average download speeds of the rest of the identifical
pages. Amogh Dhamdhere et al. in [10] take this forward to
measure webpage performance by downloading the smallest
webpage element which is at least 10K bytes in size. They
also filter out websites where these sizes are not within 1%
(over IPv4 and IPv6) of each other. No analysis on content
dissimilarity is performed in either work. In this study, we
close this gap by quantifying the amount of dissimilar dualstacked websites with a causal analysis to identify potential
areas for improvements.

hostname can point to multiple IP endpoints in DNS, simweb
picks up the first IP endpoint returned by getaddrinfo()
to establish TCP connections both over IPv4 and IPv6. In
addition, HTTP status codes and curl [20] response codes
are also used to identify the network level status of each
request. The similarity is calculated in the data analysis phase
using well-known metrics [13], [14] that measure the content
and service complexity of a webpage. We use the number
and content size of fetched webpage elements to quantify the
content complexity of a website. The service complexity of
a website is quantified by classifying webpage elements to
belong to same and cross-origin sources (see Section VI for
details) using hostnames derived from resource URLs.
We cross-compiled simweb for the OpenWrt platform
[21] and deployed it on SamKnows probes. These probes, in
addition to the simweb test, also perform standard SamKnows
measurements [19]. The simweb test runs twice, once for
IPv4 and The simweb test runs twice, once for IPv4 and
subsequently for IPv6 and repeats every hour. This is to ensure
that the first HTTP request to fetch the root webpage and
all subsequent HTTP requests to fetch the webpage elements
are made over one specific address family only. The test
measures against ALEXA top 100 dual-stacked websites [8],
which covers around top 350 ALEXA websites as of Aug
2016. Since the test repeats every hour, we limit probing
to 100 websites to not overwhelm the volunteer’s broadband
connection with our measurement traffic. It uses the useragent string Mozilla/4.0 when establishing HTTP session
with the servers. Due to the inherent storage limitation of the
probes, the locally collected measurement results are pushed
every hour to our data collector.
Our measurement trial consists of 80 SamKnows probes
(see Fig. 1) connected to dual-stacked networks that represent
58 different origin ASes. The dataset that we use in our
analysis consists of simweb measurements collected for 65
days between April 2015 and June 2015. This includes around
207M data points captured from 80 SamKnows probes.

III. M ETHODOLOGY

IV. C OMPARING C ONTENT S IMILARITY

We use the SamKnows web performance test (webget) as
a baseline to implement an extension (simweb) that we use
to measure similarity of webpages delivered over IPv4 and
IPv6. webget [17] (also called Mirage within the BISmark
[18] platform) is written in C and is part of the SamKnows
measurement test suite [19]. For a given website, webget
downloads the root webpage and all its referenced webpage
elements one-level deep over IPv4. In the process it calculates
the DNS lookup time, time to first byte, HTTP request time,
total size and download speed to fetch all webpage elements
of a given website. While webget provides an aggregated
statistics report across all webpage elements of a website,
we are interested in the individual statistical report of each
webpage element. As such, simweb builds upon this test
to also report the content type, content size, resource URL,
and IP endpoint used to fetch each webpage element. These
properties are reported both over IPv4 and IPv6. Given a

We begin by defining our terminology. Let u denote a
website identified by a URL. We call the HTML page returned
by fetching the URL u as the root page of u denoted by r(u).
The root HTML page contains a set of embedded objects
(such as images, CSS or javascripts) which we denote by
O(u). Furthermore, the root HTML page usually has a set of
embedded links denoted as L(u). Since we study the impact
of accessing websites using different network protocols, we
denote the root page of u accessed over IP version v as rv (u).
Similarly, we refer to the set of embedded objects in rv (u) as
Ov (u) and the set of links in rv (u) as Lv (u). Given rv (u)
for IP version v, the set of objects and links that we are able
to retrieve successfully using IP version v is given by Ov′ (u)
and L′v (u) respectively. This terminology will be used in the
rest of the data analysis.
In order to estimate the difference in the number of objects
fetched for a website u over IPv4 and IPv6 we used Eq. 1. For
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Fig. 2. Distribution of fractional difference in total number and size of
successfully fetched objects over IPv4 and IPv6 for ALEXA top 100 dualstacked websites. 14% of websites exhibit dissimilarity in the number of
fetched webpage elements and 94% exhibit dissimilarity in size.
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Fig. 3. Distribution of success rates towards ALEXA top 100 dual-stacked
websites. 27% of dual-stacked websites have some fraction of webpage
elements that fail over IPv6 with 9% having more than 50% webpage elements
that fail over IPv6. 6% websites exhibit complete failure over IPv6.

a dual-stacked website u, the equation calculates the fraction
of difference between number of fetched objects using IPv4
and IPv6, over the total number of objects fetched using IPv4
where n̂v (u) represents the median of the sample of n′v (u)
values across all measurements from all probes.
n̂4 (u) − n̂6 (u)
× 100%
n̂4 (u)
n′v (u) = ∣Ov′ (u)∣ + ∣L′v (u)∣

∆n(u) =

(1)

Fig. 2 shows the distribution of ∆n(u) across ALEXA
top 100 dual-stacked websites. It can be seen that 14% of
websites exhibit dissimilarity in the number of fetched webpage elements with 6% showing more than 50% difference.
This dissimilarity in number of elements negatively impacts
webpages fetched over IPv6.
Similarly, in order to estimate the difference in the size
of objects fetched for a website u we used Eq. 2. For a
dual-stacked website u, the equation calculates the fraction
of difference between size of objects fetched using IPv4 and
IPv6, over total size of objects fetched using IPv4 where ŝv (u)
represents the median of the sample of s′v (u) values across
all measurements from all probes.
ŝ4 (u) − ŝ6 (u)
× 100%
ŝ4 (u)
s′v (u) = s(Ov′ (u)) + s(L′v (u))

∆s(u) =

Success Rate (%)
IPv6(↓)
IPv4

#

Webpage

01
02
03
04
05
06
07
08
09

www.bing.com
www.detik.com
www.engadget.com
www.nifty.com
www.qq.com
www.sakura.ne.jp
www.flipkart.com
www.folha.uol.com.br
www.aol.com

0
0
0
0
0
0
09
13
48

100
100
100
100
100
100
99
100
100

3
3
3

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

www.comcast.net
www.yahoo.com
www.mozilla.org
www.orange.fr
www.seznam.cz
www.mobile.de
www.wikimedia.org
www.t-online.de
www.free.fr
www.usps.com
www.vk.com
www.wikipedia.org
www.wiktionary.org
www.elmundo.es
www.uol.com.br
www.marca.com
www.terra.com.br
www.youm7.com

52
72
84
86
89
90
90
93
95
95
95
95
95
96
96
97
98
99

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

3
3
3
3
3
3

3
3

3
3
3
3
3
3
3

The reported content size is the size of the payload (excluding the header). In situations where the response is HTTP
chunked encoded [22], the payload is the sum of the size
of all chunks (excluding the chunked metadata). In situations
where the response is compressed, the content size reports the
payload size before the receiver decompresses the data.
Fig. 2 shows the distribution of ∆s(u) across ALEXA top
100 dual-stacked websites. It can be seen that 94% of dualstacked websites exhibit dissimilarity in size with 8% showing
at least 50% difference. This size dissimilarity also negatively
impacts webpages fetched over IPv6. This dissimilarity is due
to lower success rates when fetching content over IPv6.
V. C OMPARING S UCCESS R ATES
For a website u, we define success rate as the fraction of
number of successfully fetched webpage objects over the total
number of objects and links embedded in the root page. We
use Eq. 3 to estimate whether all webpage elements can be
successfully fetched over IPv6.
pv (u) =

(2)

W6LD

n′v (u)
× 100%
nv (u)

(3)

We consider p̂v (u), the median of the sample of success
rate pv (u) values across all measurements from all probes to
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www.t-online.de (7%)
www.free.fr (5%)
www.usps.com (5%)
www.vk.com (5%)
www.wikipedia.org (5%)
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Fig. 4. The causal analysis of websites failing over IPv6 at the network (left), content (middle) and service level (right). The percentage next to each website is
its failure rate. Failure rates are affected by DNS resolution error on images, javascript and CSS content delivered from both same- and cross-origin sources.

a website u over IP version v as the representative success
rate value for that website over IP version v. A website
u with a x% value of p̂v (u) means that only x% of the
total objects embedded in the root page can be fetched
over IP version v. Fig. 3 shows the distribution of p̂v (u)
across ALEXA top 100 dual-stacked websites. It can be seen
that over IPv4, all webpages except www.flipkart.com
have a median success rate value of 100% over the entire
measurement duration from all probes. However, we see
that 27% of websites show some rate of failure over IPv6,
with 9% of websites exhibiting more than 50% failures over
IPv6. Worse 6% of websites shows complete failure (0%
success) over IPv6. 18% of these websites participated in
the World IPv6 Launch Day [1] in 2012 with a promise to
provide production-ready IPv6 access towards their services.
Table I shows the success rate of these top 27 websites
arranged in ascending order of their success rate over IPv6.
The special case of www.bing.com, which has globally
stopped providing IPv6 services in 2013 was recently identified by us in [8]. Apart from www.bing.com we further
identified 4 (www.detik.com, www.engadget.com,
www.nifty.com and www.sakura.ne.jp) websites that
exhibit complete failure over IPv6. These websites were
accessible over IPv6 in the past, but have stopped providing AAAA entries and therefore exhibit 0% success rate
over IPv6. Furthermore, it’s also surprising to see popular
websites such as www.comcast.net (52% success rate),

www.yahoo.com (72%), www.mozilla.org (84%),
www.wikimedia.org (90%) and www.wikipedia.org
(95%) exhibiting partial failure over IPv6.
VI. C AUSALITY A NALYSIS
We further performed a causal analysis on the failure of
27% of ALEXA top 100 dual-stacked websites (see Table I)
to investigate the network, content and service level source
of the issue. We investigated the spectrum of libcurl error
codes reported by simweb for each object of a failing website
u. Fig. 4 (left) shows the percentage contribution of error
codes to each failing website u. The numbers next to each
failing website are the failure rates, 100% − p̂6 (u) flipped
over from Table I. The error code CURLE_OK contributes
to the success rate, while rest of the error codes contribute
to the failure rate of each website u over IPv6. It can be
seen that CURLE_COULDNT_RESOLVE_HOST is the major
contributor to failure rates. This goes to show that most of the
webpage elements of an IPv6-capable website fail due to a
DNS resolution error. This is caused due to missing AAAA
entries for these webpage elements in the DNS.
We also investigated MIME types reported by simweb for
each object of a failing website u. Note that, simweb would
not be able to return MIME types of objects that fail to be
fetched. We therefore ran a post-processing function to fetch
the response headers (and consequently the MIME type) of
these objects over IPv4. Fig. 4 (middle) shows the percentage
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Fig. 5. Contribution (in percentage) of cross origin sources towards the failure of webpage elements over IPv6. The percentage next to each
website is its failure rate. These cross-origin sources can be largely classified as third-party advertisements (*.doubleclick.net), analytics (*.scorecardresearch.com, *.quantserve.com et al.), user-centric (*.facebook.com, *.ajax.googleapis.com et al.)
and static content (*.wikimedia.org, *.creativecommons.org et al.) that tends to fail over IPv6.

contribution of MIME types to each failing website u. It can
be seen that for websites which have AAAA entries (websites
with less than 100% failure rate) – images, javascripts, and
CSS content contribute to the majority of the failure over IPv6.
We further investigated the URLs reported by simweb
for each object of a website u failing over IPv6. We used
the URLs to identify the hostnames of these failing objects.
We used these hostnames to classify objects into same origin
and cross origin sources. We classify objects of a website u,
to belong to a cross origin source whenever their hostnames
do not match the hostname of the website u. The rest of the
objects (including subdomains) belong to the same origin
source. Fig. 4 (right) shows the contribution of same and
cross origin sources to webpage elements that failed over
IPv6. It can be seen that all failing (27% of dual-stacked)
websites have some fraction of webpage elements that belong
to the same origin source and fail over IPv6. Worse, Table II
shows that 12% of dual-stacked websites have more than
50% webpage elements that belong to the same origin
source and fail over IPv6. For instance, 48% of the webpage
elements in www.comcast.net fail over IPv6. 85% of
these failing webpage elements belong to the same origin
(*.comcast.net) source. Similarly, popular websites
such as www.yahoo.com (83% failing webpage elements

with a same-origin source), www.wikimedia.org (65%),
www.wiktionary.org (22%), www.wikipedia.org
(22%) and www.mozilla.org (7%) experience a high
percentage of webpage elements that belong to the same
origin source and that fail over IPv6. This is because the
infrastructure that serves the content of a website does not
have IPv6 turned on by default for all same-origin webpage
elements. Furthermore, Fig. 5 shows the contribution of
webpage elements that belong to cross origin sources. These
cross-origin sources can be largely classified [23] as thirdparty advertisements (*.doubleclick.net), analytics
(*.scorecardresearch.com, *.quantserve.com
et
al.),
user-centric
content
(*.facebook.com,
*.ajax.googleapis.com et al.) and static content
(*.wikimedia.org, *.creativecommons.org et al.)
that tends to fail over IPv6. In this way, it can be seen that
for websites which have AAAA entries (websites with less
than 100% failure rate) – both same and cross origin sources
contribute to the failure of webpage elements over IPv6.
Given some of the cross-origin sources contribute to the
failure of multiple websites, we also identify cross-origin
sources that would help benefit more websites if their content
was available over IPv6. Fig. 6 shows the distribution of
cross-origin sources that contribute to the failure of more than
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Fig. 6. Boxplot (left) of cross-origin sources that contribute to the failure of more than 1 dual-stacked website. The right y-axis shows the number of websites
spanned by each of the cross-origin source. A table (right) shows median contribution of each cross-origin source to all spanned websites. doubleclick.net
has the highest span across 5 websites, with creativecommons.org having highest median contribution to the failure rate of 3 websites.

TABLE II
C ONTRIBUTION OF SAME ORIGIN SOURCES TOWARDS IP V 6 FAILURE OF
WEBPAGE ELEMENTS WITH POPULAR WEBSITES HIGHLIGHTED IN RED .

#

Webpage

01
02
03
04
05
06
07
08
09
10
11
12

www.bing.com
www.detik.com
www.engadget.com
www.nifty.com
www.usps.com
www.qq.com
www.sakura.ne.jp
www.comcast.net
www.yahoo.com
www.terra.com.br
www.marca.com
www.wikimedia.org

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

www.elmundo.es
www.vk.com
www.t-online.de
www.youm7.com
www.wiktionary.org
www.wikipedia.org
www.free.fr
www.folha.uol.com.br
www.mozilla.org
www.uol.com.br
www.mobile.de
www.aol.com
www.orange.fr
www.seznam.cz
www.flipkart.com

Same Origin (↓)
100%
100%
100%
100%
100%
100%
100%
85%
83%
74%
70%
65%
37%
31%
30%
24%
22%
22%
13%
12%
7%
7%
7%
5%
5%
4%
1%

1 dual-stacked website. It can be seen that the cross-origin
source doubleclick.net has the highest span across 5
websites, with a 0.54% median contribution to failure rates.
The cross-origin source creativecommons.org on the
other hand has 76% median contribution to the failure rate of
3 websites. The number of spanned websites show how many
can be benefited, with the median contribution exhibiting how
much the failure rate can be reduced by enabling IPv6 content
delivery from these cross-origin sources.

VII. C ONCLUSION
We presented simweb, a tool that can be used to measure
similarity of webpages delivered over IPv4 and IPv6.
Using a simweb dataset collected from 80 dual-stacked
SamKnows probes, we showed that there is dissimilarity in
the number and size of webpage elements that negatively
impacts the user experience over IPv6. We showed that
websites which used to be IPv6 capable once did not remain
as such forever. We witnessed cases where a dual-stacked
website (such as www.bing.com, www.detik.com,
www.engadget.com,
www.nifty.com
and
www.sakura.ne.jp) stopped announcing AAAA entries
in DNS over time. Metrics that measure IPv6 adoption should
account for such changes. We also showed that metrics that
limit only to the root webpage of a dual-stacked website
can lead to an overestimation of IPv6 adoption numbers
on the Internet. We witnessed several cases where images,
javascript and CSS content of a dual-stacked website did not
have AAAA entries in the DNS. In fact, 27% of ALEXA top
100 dual-stacked websites have some fraction of webpage
elements that fail over IPv6 with 9% websites having more
than 50% failure rates. Furthermore, 12% of these websites
have more than 50% webpage elements that belong to the
same origin source and fail over IPv6. This includes popular
websites such as www.comcast.net, www.yahoo.com
www.mozilla.org,
www.wikimedia.org
and
www.wikipedia.org. It remains unclear whether
such websites can be deemed IPv6 ready. Finally,
we identified IPv4-only cross-origin sources (such as
*.creativecommons.org) that would help improve
IPv6 experience of a number of dual-stacked websites once
they enable content delivery over IPv6.
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